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m7]1E ZE
5 Worm Ad= el
#AR= ol &2 YAl s A28 A2 W
ZHE Windows a7 1,289,331byte
#3553 oF | Hg=s 473
MD5 2166A3F7687F8CE2A812F171891D3C45
SHA1 6C66D61BCE7A96FA12509047EOE7AB0298D7533C

mVirusTotal X
Antivirus Result Update
AhnLab- V3 - 20120305
AntiVir TR/Drop.Agent.gsc 20120305
Antiy- AVL - 20120305
Avast Win32:AutoRun- BPV [ Drp] 20120305
AVG Citem_c.CLT 20120305
BitDefender Worm.Generic.43288 20120305
ByteHero - 20120305
CAT- QuickHeal Win32.TrojanDropper.Silly_P2P.B.6 20120305
ClamAV Trojan.Dropper- 2514 20120305
Commtouch W32/Nuj.A.gen!Eldorado 20120304
Comodo ApplicUnsaf.Win32.HackTool.FlySky.AC 20120305
DrWeb Trojan.DownlLoad.28634 20120305
Emsisoft Trojan- Spy.Win32.FlyStudio!IK 20120305
eSafe Win32.TRDrop.Agent.Q 20120305
eTrust- Vet Win32/Nuj.A 20120305
F- Prot W32/Nuj.A.gen!Eldorado 20120304
F- Secure Trojan- Downloader:W32/VB.BUE 20120305
Fortinet W32/BDoor.DRV!tr 20120305
GData Worm.Generic.43288 20120305
Ikarus Trojan- Spy.Win32.FlyStudio 20120305
Jiangmin TrojanDownloader.VB.adh 20120301
K7AntiVirus Riskware 20120302
Kaspersky Worm.Win32.FlyStudio.bf 20120305
McAfee W32/ Autorun.worm.dq 20120305
McAfee- GW- Edition W32/ Autorun.worm.dq 20120304
Microsoft Worm:Win32/Nuj.A 20120305
NOD32 Win32/AutoRun.FlyStudio.AG 20120305
Norman W32/ Obfuscated.H!genr 20120304
nProtect Worm.Generic.43288 20120305
Panda W32/ FlySky.AD 20120305
Rising Worm.Win32.Autorun.eyr 20120305
Sophos W32/ AutoRun- MO 20120305
Symantec W32.SillyFDC 20120305
TheHacker Trojan/Downloader.FlyStudio.ho 20120305
TrendMicro WORM_FLYSTUDL.IQ 20120304
TrendMicro- HouseCall | WORM_FLYSTUDLIQ 20120305
VBA32 Trojan.HLLW.Erun.507 20120305
VIPRE Trojan.Win32.Generic!BT 20120305
ViRobot Worm.Win32.S.FlyStudio.1289331.B 20120305
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» C:WDoc~1WUserWlocal
» C:WDoc~1WUserWlocal
» C:WDoc~1WUserWlocal
» C:WDoc~1WUserWlocal
» C:WDoc~1WUserWlocal
» C:WDoc~1WUserWlocal
» C:WDoc~1WUserWlocal
» C:WDoc~1WUserWlocal
P C:WWindowsWsystem32WXP- (N E 82} .exe

» C:WWindowsWsystem32WRegEx.fne
» C:WWindowsWsystem32Wcom.run

» C:WWindowsWsystem32Wdpl.fne

» C:WWindowsWsystem32WeAPIL fne

P C:WWindowsWsystem32Winternet.fne
» C:WWindowsWsystem32Wkrnln.fnr

» C:WWindowsWsystem32Wshell.fne

P C:WWindowsWsystem32Wspec.fne

» C:WWindowsWsystem32Wul.dll

» C:WWindowsWsystem32Wog.dll
» C:WWindowsWsystem32Wog.edt

SettingsWTempWE_4Wkrnln.fnr
SettingsWTempWE_4Wshell.fne
SettingsWTempWE_4WeAPIL.fne
SettingsWTempWE_4Winternet.fne
SettingsWTempWE_4Wspec.fne
SettingsWTempWE_4WRegEx.fne
SettingsWTempWE_4Wdpl.fne
SettingsWTempWE_4Wcom.run

ns | 813

=) com,run CHtWINDOWSY sy stern 32

= dpl.fne CHtWINDOWSEY sy stermn 32

=l eAPLfne CtwINDOWSH sy stern32 o= e

;: :gaelrnn;ant.rfne Exmmggmgx:ﬁimgg com.run CiDocuments and SettingsWkoreatfLocal SettingsW TempWE_4
og cHII C M WINDOWS sy stemaz dpl.fne CitDocuments and SettingsWkoreatlocal SeftingsWTempiWE_4

= ogledt CHHIND WS eystern 2 eAPI,fne CDocuments and SettingsWkoreatLocal Settings® TempWE_4

= F\elgEx fne CHIND OWS Weyatern 32 internet.fne CiDocuments and SettingsWkoreatfLocal SettingsW TempWE_4

 shell fnle CHMHND QWS Foystern T2 krn\n.fnr CitDocuments and SettingsWkoreatlocal SeftingsWTempiWE_4

= SDECIan CHMHIND QWS Foystern T2 HegEx,fne CDocuments and SettingsWkoreatLocal Settings® TempWE_4
uI.dIII CHMMND OIS oystern a2 Shell.fne Ci#Documents and Sett?ngkuoreaWLocal Sett?ngsWTempWE_d
P -EAPADERB,EXE CARWINDO WS ysterna? spec.fne CitDocuments and SettingsWhkoreatLocal SeftingsWTempWE_4
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» Wautorun.inf

» WdriverWusbWDesktop.ini

» WdriverwWusbWsetup.exe

Registry Mame

File ‘ Desktop.ini

= My Computer ‘isetup.exe |
E 2|7 [+ Removable Diskia:)

— v a—— w9 Local Disk(C:)
“adtorun,inf ;- B -5 CD Drive(D:)
driver B -3 Removable Disk(E:)
ush E ditdriver =0 driver

Grre =de ude 2o 5

» www.microsoft.com
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» www.google.com

P hi.baidu.com

» www.baihe.googlepages.com

» www.bloguser.googlepages.com

P sites.google.com

Protocal Info

DNS standard query A www.microsoft.com

DNS standard query response CNAME toggle.www.ms.akadns.net CNAME g.
DNS standard query A hi.baidu.com

DNS standard query response CNAME hi.n.shifen.com A 123.125.115.35

DNS standard query A www.baihe.googlepages. com

DNS standard gquery response CNAME www3.1.google.com A 74.125.235.89
DNS standard gquery A www.bloguser.googlepages. com

DNS standard guery response CNAME www3.l.google.com A 74.125.235.98
DNS standard guery A sites.google.com




